
Count of Release Column Labels
Row Labels 2019 Q4 2020 Q1 2020 Q2 2020 Q3 Grand Total
ACTUR 4 2 9 4 19
Affordable Care Act (ACA) 1 1 2 4
Beneficiary Contact 1 1
Beneficiary Correspondence 2 2 2 6
Benefits and Entitlements 4 5 4 3 16
Benefits Data Capture 11 9 11 6 37
Education 5 5 3 3 16
Eligibility/Claims 23 18 22 15 78
Enrollment Fee/Premium 5 7 8 6 26
Enrollment Services 16 7 21 6 50
Infrastructure 1 1 1 1 4
Medical Readiness 3 3 2 2 10
milConnect/opsConnect 2 2 2 2 8
Other Health Insurance (OHI) 1 4 2 7
Patient Identity 1 2 2 2 7
Primary Care Manager (PCM) 13 9 9 5 36
Virtual Lifetime Electronic Records (VLER) 1 4 1 1 7
Grand Total 89 78 102 63 332













Count of Project Name Column Labels NTS POC
Row Labels Q1 FY2019 Q2 FY2019 Q3 FY2019 Q4 FY2019 Grand Total
NTS 1 1 1 1 4
ETAS 1 1 1 1 4
Grand Total 2 2 2 2 8

Product Project Name Small/ Med/ Est Prod Rel Scope Summ
NTS Cyber Hardening 

Remediation
Large Q1 Primarily 

Cyber 
Hardening 
Remediation
; Struts-
Angular 
Migration

NTS Cyber Hardening 
Remediation

Large Q2 Primarily 
Cyber 
Hardening 
Remediation
; Struts-
Angular 
Migration

NTS Capbility 
Enhancements

Med Q3 JIRA 
Enhanceme
nts

NTS Capbility 
Enhancements

Med Q4 JIRA 
Enhanceme
nts

ETAS Quarterly Release Large Q1 Primarily 
Cyber 
Hardening 
Remediation
; Struts-
Angular 
Migration

ETAS Quarterly Release Large Q2 Primarily 
Cyber 
Hardening 
Remediation
; Struts-
Angular 
Migration

ETAS Quarterly Release Small Q3 JIRA 
Enhanceme
nts

ETAS Quarterly Release Small Q4 JIRA 
Enhanceme
nts

(b) (6)



Acronym Product

Product Project Name

Est # Prod 
Releases/

Yr
Estimated FTE Labor 
Category & Hours Scope Summary

RAPIDS RAPIDS Basic Sustainment (version 7.9.7, 7.9.8) 4

SW Dev Mid - 
QA Mid - 
BA -

Migrate from Weblogic 11g to WebLogic 12c.  Apply 
Technology refresh on RAPIDS  dependent components 
(Java, ActivClient middleware, PDF form viewer, etc.) 
Support backlogged JIRA maintenance tasks and minor 
improvements.

RAPIDS RAPIDS Cyber Hardening 2
Complete ongoing cyber hardening with each release. 
Mandate CAT I & II vulnerabilities, some CAT III/IV

RAPIDS Hardware integration for 2020 camera replacement 1 Integrate next model camera with Aware PreFace

RAPIDS RAPIDS 7.9.8 Probabilistic Search and Beta Test 2
Support Probabilistic Person Search deployment and 
maintenance. 

RAPIDS RAPIDS 7.10 Next Generation USID card (TO85) 3
Support Development and Test efforts for implementing 
the DoD Next Gen USID card.

RAPIDS New functionlaity and requirements (unfunded)

Complete development and testing for new requirements 
provided for Foreign Affiliate Lockdown, Surrogate 
additions and DS Logon support, transition from Security 
Online to EMMA for user provisioning, and more as 
prioritized.

AS Audit Server Basic Sustainment

BCR Bulk Certificate Revocation Sustainment 1

BCR is inoperable today due to DISA service 
dependency. Migrate to WebLogic 12c, support WBBR 
interface on the "server", develop and test.

BCR BCR Cyber Hardening 1

Complete first time cyber hardening with each release. 
Mandate CAT I & II vulnerabilities, some CAT III/IV - 
over 600 findings. Conduct full regression testing.

CIF Central Issuance Facility Basic Sustainment 1
Dev (Mid); QA (Mid); BA(Mid); PM 
(Mid)

Migrate from Weblogic 11g to Weblogic 12c.Support 
backlogged JIRA tasks, CIF PPS software maintenance.

CIF CIF New Functionality and Requirements 1
Dev (Mid); QA (Mid); BA(Mid); PM 
(Mid)

CIF PPS software maintenance and new functionalit 
(SCP-03 Card release, NextGen CAC, CIF redesign, etc)

CIF CIF Cyber Hardening 1
Dev (Mid); QA (Mid); BA(Mid); PM 
(Mid)

Complete ongoing cyber hardening with each release. 
Mandate CAT I & II vulnerabilities, some CAT III/IV

CCS CCS Basic Sustainment
TII Token Issuance Infrastructure Sustainment

CPR CAC PIN Reset - Sustainment 1

Migrate from Weblogic 11g to WebLogic 12c.  Apply 
Technology refresh on dependent components (CCS 5, 
Java, ActivClient middleware, PDF form viewer, etc.) 
Support backlogged JIRA maintenance tasks and minor 
improvements. 

CPR CPR - Cyber Hardening 1
Complete ongoing cyber hardening with each release. 
Mandate CAT I & II vulnerabilities, some CAT III/IV

CPR CPR - Web-based architecture 1
New, unfunded, work: redesign CAC PIN Reset, convert 
to Web App. Funding required.

CMT Configuraton Management Tool - RAPIDS
DSAS Document Satellite Access Service (DSAS) 1

         
Technology refresh on dependent components. Support 

DSAS Document Satellite Access Service (DSAS) 1
Complete ongoing cyber hardening with each release. 
Mandate CAT I & II vulnerabilities, some CAT III/IV

EM Exchange Manager (EM)
PPS HID CIF Pre-/Post Processing System (PPS) 2 One major, one minor sustainment release.
PS/PM Profile Studio/Profile Manager 

IDCO ID Card Office Online Sustainment 1
Apply Technology refresh on dependent components 
(CCS 5) prior to IDCO 2.x to be decommissioned. 

IDCO IDCO Cyber Hardening 1
Complete ongoing cyber hardening with each release. 
Mandate CAT I & II vulnerabilities, some CAT III/IV

IDCO IDCO Modernization/ Self-Service App Consolidation (Part 2) 3

Migrate from Weblogic 11g to WebLogic 12c.  Support 
backlogged JIRA maintenance tasks and minor 
improvements, Modernization (TO85) 

IDCO IDCO Modernization/ Add in Google Mapping solution 3
        

IDCO to include new Google APIs.

IDCO IDCO Modernization/ Add in additional Transformation 3

IDCO new unfunded work: develop, coordinate with 
other DMDC teams,  and test candidate DB for capturing 
and saving identity and relationship documents and 
photos.

IDCO 
Portlet/ 
milConnect IDCO Portlet for milConnect 1

Not being used by milConnect today. To be 
decommissioned  after IDCO 3.0

ILS Cardstock Inventory Logistics System (ILS)
KMS Key Management System (KMS)
MOTD Message of the Day 1 Migrate from Weblogic 11g to WebLogic 12c.  
MOTD Message of the Day- Cyber Hardening 0 Cyber hardening completed and deployed
PS/PM Profile Sudio/ Profile Manager (PS/PM)
RLM RAPIDS Logon Monitor 
RAS

       
Hardening/12c 0 Decommision after IDCO 3.0 is in Production



RAS RAPIDS Appointment Scheduler (RAS) 1
TO85- This functionality shall be moved to IDCO 3.0 to 
include cyber hardening and migration to WebLogic 12c

RSL RAPIDS Site Locator - Basic Sustainment- Cyber Hardening/12c 0 Decommision after IDCO 3.0 is in Production

RSL RAPIDS Site Locator (RSL) 1
TO85- This functionality shall be moved to IDCO 3.0 to 
include cyber hardening and migration to WebLogic 12c

RLM RAPIDS Logon Monitor ?

CMT
RAPIDS Configuraton Management Tool Basic Sustainment 
(version 7.9.7, 7.9.8) 1

Migration to WebLogic 12c, Tech refresh, minor 
improvements

CMT RAPIDS Configuraton Management Tool Cyber Hardening 1
Complete ongoing cyber hardening with each release. 
Mandate CAT I & II vulnerabilities, some CAT III/IV

SAS SAS Reporting (Enterprise/RAPIDS Share) 14 Convert RAPIDS Cognos Reports to SAS
SMT

      
(RAS)- Sustainment Cyber Hardening/12c Decommision after IDCO 3.0 is in Production

SMT Site Maintenance Tool (SMT)
TO85- This functionality shall be moved to IDCO 3.0 to 
include cyber hardening and migration to WebLogic 12c

TASS TASS Basic Sustainment 5

Complete Production Support tasks by executing 
research, analysis, and troubleshooting for resolution of 
Production issues.
Complete Cyber Hardening tasks when requested by 
DMDC Enterprise, includes but not limited to VDPs, IA 
Findings, Burp Reports.
Complete development level of effort tasks when 
requested by Product Manager.
Complete research and analysis on TASS and PDR data 
discrepancies from the monthly data pull reports.
Complete development tasks to support DMDC 
Enterprise software and hardware changes, includes but 
not limited to new hardware, software migrations.

TASS TASS Backlog Releases 3
Complete development tasks associated with high and 
medium priority backlog JIRA tickets.

TASS TASS Modernization 3

Complete development tasks for modernizing areas of 
TASS including but not limited to GUI, HVDF/Batch, 
Offline Processes, Error Handling.

TASS TASS New Features 3

Complete development tasks for new requirements from 
customers including but no limited to Card Policy Team, 
Service and Agency SPOCs.

VOIS VOIS Basic Sustainment 2 Migrate to WebLogic 12c, Fix bugs
VOIS VOIS- Cyber Hardening 0 Cyber hardening completed and deployed

VOIS VOIS Redesign 2

Complete requirements discussion and requirements 
gathering for Training Team requests for a VOIS 
redesign.

4Tress 4Tress

RAPIDS Application Suite
Infrastructure Support
In PWS
Optional CLIN



Program Category
Estimated of Releases for 12 month 
PoP

Appl cat on Secu ty 8
(4 majo  and 4 m no )

Total 8

Product Line/Appl cation Project Name Est Prod Release Scope Summary Program Category Component Acronym Program Category Name Description

Appl cat on Secu ty
W ap up EMMA Web UI F amewo k 
Redes gn Qua te  3

The emma-web Use  Inte face needs to be m g ated f om the cu ent 
JSF f amewo k to the cu ent DMDC app oved f amewo k.  That 
cu ently s Angula , but s subject to ARB d ect on Appl cat on Secu ty EMMA Web Appl cat on EMMA-WEB Appl cat on Secu ty Appl cat on Secu ty Suppo t

Appl cat on secu ty suppo t ssues epo ted n the 
Appl cat on Secu ty Suppo t (APPSECSUP) JIRA p oject.  
Issues can nclude nab l ty to log nto appl cat ons, use  
not found ssues, data copy equests, etc.  Se v ce Level 
Ag eements to be ag eed upon w th Gove nment.

Appl cat on Secu ty Requ e Val d PIV ce t fo  log n (ASIS 
o  COAL)

Qua te  1
Mod fy the log n p ocess to equ e a val d DoD PIV-Auth ce t f cate 
fo  log n as pe  OSD memo Mode n z ng the Common Access Ca d' 
dated 12/7/2018. Appl cat on Secu ty EMMA Autho ze  Se v ce AUTHORIZER-WS Appl cat on Secu ty M g at on f om AS S to COAL

Manage the cl ent appl cat on m g at on to the new 
appl cat on secu ty component COAL.  **Th s should be 
l sted as an opt onal CLIN**

Appl cat on Secu ty EMMA Adm n st at ve Funct ons Qua te  4
Add ab l ty to do the follow ng adm n st at ve funct ons fo  EMMA-
web   Add o  emove Appl cat on Rep esentat ves, nc ease max use  

t f   l  t  t  t t l t  S t EMM  D t  W  S EMM -D T -WS

Appl cat on Secu ty
Add sea ch funct onal ty to EMMA-
web Qua te  3

Add ab l ty to sea ch fo  s tes and use s to EMMA-web Appl cat on Secu ty EMMA P ov s on ng Web Se v ce EPWS
Appl cat on Secu ty DMDC Secu ty Manage  Tool

l t  S t O t  th t t  S O S
Appl cat on Secu ty Ope ato  Account Manage OAM

All Catego es Cybe  Ha den ng Ongo ng

Ensu e components have emed ated all Fo t fy and Sonatype 
f nd ngs and Plan of Act ons and M lestones (PoA&M's) a e 
subm tted fo  each component elease that shows no new open 
vulne ab l t es. Appl cat on Secu ty Secu ty Onl ne (a.k.a. aud t) AUDIT

Appl cat on Secu ty Cent al Ope ato  Appl cat on Logon COAL
Appl cat on Secu ty Appl cat on Secu ty Inf ast uctu e Se v ce ASIS

Component List Non-Component Support

Application Security 
Roadmap 

Requirements:

* 4 total eleases w th n a 12 month Pe od of Pe fo mance.  A elease s def ned as a component sucessfu ly deployed to all P oduct on 
env onments, both N PR and SIPR.

* Release cadency s qua te ly 
* Spec f c tems to be del ve ed w th n the Pe od of Pe fo mance.  Th s l st s not exhaust ve as to all suppo t, ma ntenance, enhancements, and 
new funct onal ty that w ll be at the d sc et on of the Gove nment P oduct Manage s to p opose

*Gove nment POC 

Draft Roadmap 

(b) (6)





EIAS Enterprise Identity Attribute Service

DEIAS Deployable Enterprise Identity Attribute Service

COS Combined Organization Server
MyProfile MyProfile Portlet Application

MAA MyProfile Admin Application

BAE Backend Attribute Exchange None
DPS DOD Person Search

(b) (6)

(b) (6)







cuf-ejb-components that make up CUF
CUF benefits corr processors
CUF enrollment processors
CUF other healthcare processors
CUF deployment processors
CUF benefits eligibility processors
CUF care referral processors
CUF person association processors
CUF patient register processors
CUF audit processors
CUF generator
CUF person contact history processors
CUF person contact processors
CUF personnel contact processors
CUF personnel processors
CUF person processors
CUF claims processors
CUF clinical processors
CUF healthcc processors
CUF pay processors
CUF candidate processors
CUF credential alttoken processors
CUF credential issuance processors
CUF life insurance processors
CUF edu benefits processors
CUF va update processors
CUFserver client
CUFserver client war
CUF client




